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Data Environments are COMPLEX
Do you Trust this data?

Data Cloud Architecture

Snowflake Data Cloud

Busineas Entitles - A Andries Engelbrecht \
GCP, Azure, cross-reg

o Business Entity 2 Business Entity 3 ) D ~
Business Entity 1 [ —
f‘ vt 3
oy
/, 4 N
Saas ; o Data 0 )
aa AppFlow Pmange o - J

9 Sharing

Non-Snawflake Customer
{any tech stack)

'Y

— _ﬁ E /é @ Business Entity 1 ks
—4 ™ i - Reoades
e Bl ¥ AL m
o r— - \._ S'nowpark 6 @ |:! ] N L=
On-Prem Catalog/ A 2 (Pythor, —
Crawlers Data Lake Java, Scala)
Shoddai-th Snowhake — -
c icenerg Table® \FO'
( Streaming Data ) Haaat Materialized
“E T oabara === Viewy
External lceberg ey
2 Table® ] Hfataray)
. L | L :'000: 48 88!
External Stage { 888;5,@ rnal 1000, .
AWS 0T Core { 5

nge!.hke' ML Endpaint Comprehend

) (CSV, ORC, etc.) Table
i Snowpipe Exmemnal fune || ne
e \ v : @_B/

Snowflake on AWS
B (4 -
O -

(=T e
Sromse ¥ dbt E :

SQL, Python
workflows

.. —/
X Tricentis 2

Business Entity 1




Deliver trustworthy data through a Complex

Process
Example scenario: Data Pipeline for analytics and dashboards
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Data Data warehouse Data marts & Analytics/Bl &
ingestion Data lake dimensions application ecosystems
. 7\ Features stores Al
salesforce
workday.

servicenow ) _ .y ) .
PRE- VITAL CHECKS FIELD TESTS CONTINUOUS RECONCILIATION REPORT & APP
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Metadata checks Uniqueness Value range Row counts Detailed source to U'I automation
Format checks Referential integrity Transformation Job run times target comparison Visual checks
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. J . J .

W ORACLE : > /A Microsoft Azure
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Deliver trustworthy data through a Complex Process
Integrate with the tools you already use
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Is your data ready for Al?

Trust your Al/ML results and deliver
trusted data for analytics and Al




Al / ML Why Now?

» Datasets move up in
Size to astronomical
levels Data Explosion
for training data

Dataset size (number examples)

catalyst #1
3 (Fuman]
« Neuron connections ‘| | &8
has exponential levels ] T ]«—( Mouse
i | 0
2 : 3
D 102 ' :
Deep Learning & L : 5‘-
by Aaron Courville, S ; ' :
Yoshua Bengio, lan : Ny . . '
Goodfellow 10* 1 ! L L
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https://www.thriftbooks.com/a/aaron-courville/2743820/
https://www.thriftbooks.com/a/yoshua-bengio/2743822/
https://www.thriftbooks.com/a/ian-goodfellow/2743821/
https://www.thriftbooks.com/a/ian-goodfellow/2743821/

Massive Data, Massive Models, Massive potential

Model Sizes Dataset Sizes
Classical Intelligence: Standard 2010’s:

80bn Neurons 15k data

2020 Al: 2020's Fraud:

1.5bn Neurons 2 million records 185m ChatGPT users
2024 Al; 2024 Al;

1.35T Neurons 15 Trillion tokens

* Tricentis GLOBAL ROADSHOW 2023 8



Generative Al Inverts problem solving

Defining Problem

Gathering Data

. DR DETITER, - Annotating Data

* oo S RN Building/training model
“ Creating application

Testing and Validation

3. Pick a
Solution

ChatGPT

X Tricentis 9



But it can also go pretty badly wrong...

Air Canada must pay damages after chatbot lies

to grieving passenger about discount e
Airline tried arguing virtual assistant was solely responsible for its own actions EEOC Secures First Workp]ace Artificial Inte]]igence
A Katyanna Quach Thu 15 Feb 2024  21:50 UTC Settlement

Related Professionals

Capabilities

Offices

Zillow to exit its home buying business,
cut 25% of staff

@ By Anna Bahney, CNN Business Google Ioses $96B in value On
) 3 minute read - Published 5:36 PM EDT, Tue Nover Gemini fallout as CEO does damage
- &
bx control

CEO Sundar Pichai says Google working ‘around the clock'’ to fix Al tool's bias issues

X Tricentis 10




Al is not Magic
tis high quality parrot
't needs high quality training data




Al Benefits

Create a solid data foundation for your analytics and Al projects by feeding them
trustworthy data in a simple, efficient and cost-effective way. Use clean, fit-for-purpose
data

There are 3 major areas for Al impacts on a business:
1. Improving the customer experience: (Customer Contact)
2. Employee productivity boosted with Al

3. Optimizing Business Operation's Outcomes:

- Especially for these Domain Use Cases
Data Migrations (required for new Al Data Architectures)
Innovation

Compliance

* Tricentis



Improving the customer experience: (Customer Contact)
And Employee productivity boosted with Al (Generative Al)

» Create and Va.“date. Virtual Agents and Chatbots (Data Integrity makes sure they
Content data integrity learn from valid and fit-for-purpose data - critical for the
with automated, end to edge use cases you want Al to handle)

end and continuous
data validations for
your employee's Al

Processes Personizing for the specific ask /need of the customer

Voice (and Image) Analytics - Better servicing of needs
through Al

X Tricentis



Optimizing Business Operation's Outcomes (#3)

« Avoid data chaos! Al Business tasks must be driven with timely and correct
business data. This requires automated data reconciliation and validation to match
(Augmented Al)

 Adhere to governance / compliance standards with Al. Meet sustainability and
efficiency goals by using collected data with proper data integrity.

« DI Specific use cases:

 RISK: Fraud Detection WITH compliance in doing so.
 Riskin implementing: Adversarial ML (AML)

e Predictive Innovation : Business Process (i.e. Supply Chain) optimization

 Riskin implementing: Capacity planning must be within 98%, so automation is key for data models validation

 Gen Innovation : Intelligent document processing (Must have valid parsing)

« Riskin implementing: Volumes are too large to check manually, common practice of throwing out data leads to
failure

X Tricentis 14




. . . . Model Pu{oning
Optimizing Business (E o
. p \
Operation's Outcomes A iy
- Risk / Compliance Integrity of the 7N
Data in the Clsn-abe et Pisoring
Models N / -
« Example Banking Compliance |igsSteEs \@ﬁl%/
| 1. Schema ana ko 5;\ /,,%/m;zm
« AML & AML + KYC compliance Metadata 38 K
Ao, &
« Anti - Money Laundering and (éhec.ks /"'%m e
Adversarial Machine Learning - arsing sacich
Checks Poisoning Targatdd
« Compliance reporting with Al.ML . Clean-Label Mod B
produced data and Backdoor e e,
P . . Maodel
« Backdoor attacks can happen S -
purpose or by accident %:“
-

Reconstruction;
Membership Inference;
Property Inference

NIST Trustworthy and Responsible Al NIST Al 100-2e2023 Diagram  Figure 1. Taxonomy of attacks on Predictive Al systems.

X Tricentis 15




Compliance Backdoor Attacks Example

* Tricentis

Physical Key Poisoned Alyson
_ : Face - Hannigan
~ Recognition

System
/lx Person 1 l E !

&
Person 2 i

Fig. 1: An illustrating example of backdoor attacks. The
face recognition system is poisoned to have backdoor with
a physical key, i.e., a pair of commodity reading glasses.
Different people wearing the glasses in front of the camera
from different angles can trigger the backdoor to be recognized
as the target label, but wearing a ditferent pair of glasses will
not trigger the backdoor.

Wrong Keys



An Al/ML Data Integrity Story

« Major Pharma Vaccines Group
« Problems with ML models not leading innovation decisions correctly
« Non-Curated data used for model training

« Non-curated data used for model deployment

» Bias was way off expectations
« Why?
« Afew folks checking the parsing and completeness (fit for purpose) of gigantic data sets
« Only manually Spot Checking the data (manual stare and compare) at each stage of ML processes
» Solution

- End to End Validation to verify the changes to data sets where expected, conforming and regression checked against
ALL other data in the ENTIRE process.

« Automation allowed 90% of the data to be checked, even with large datasets

 Continuously checked, with embedding in the AI/ML Azure processes, Databricks and PowerBlI tooling.

« Results!

« $1B Vaccine at market success!

* Tricentis 17




Where we fit in Al/ML Discriminate Models are:

* Regression

« (Classification

+ Logistic Regression
Computers with ability « Support Vectors Methods
19 (EEE0R & FLIE 7S  Convolutional Neural

Artificial Intelligence -

Data Integrity Networks

Capabi“ties iﬂ Machine I_earning— ® Reinforcement Learning

this context our LB RIS LR LA « Federated Learning
ability to learn without .

target today. being explicitly « Ensemble Learning

-Focus on programmed « XgBoost

Points: -> Labeled data most
important here - Supervised

Machine
Learning

- Focus on

Preglcltlve.th Deep Learning - Gegeratlvcg Mcﬁjels are: |

Models wi Network capable of * Gan - Gen Adversaria

i adapting itself to new
Superylsed e Models
Learning * LLM - Large Language
Models

-> Unlabeled data drives these,
unsupervised

X Tricentis



Augmented Intelligence: Complementing Human Strengths
Using Automated Data Integrity as the Humans

= =Human Intelligence =———Current Al ====Augmented Intelligence

Cognition

Agency Common sense

Time 2021+ Emotion Capacity
frame N, 4
Likelihood Certain (already happening)

Adaptability

19 & 2022 Gartner, Inc. and/or its affiliates. All nghts reserved. Gartner is a registerad trademark of Gartner, Inc. and its affiliates Gartner@

* Tricentis 21




Business Driver is Business Value

Business Development & Data Science Al/MLOps & DevOps Data Engineering

Deployment
DEF
Pipelines

Business Data Model Model

Drivers Science Versioning Deployment

The deliverable is Business Value. This assumes you have

the Curated Data that is Fit for this Purpose.
Cases (Without data integrity this can not be achieved)
& Value

(Concepts
to Business
Value)

* Tricentis

22



Data Ecosystems MUST be Trusted

Business Development & Data Science Al/MLOps & DevOps Data Engineering

Deployment
Data
Pipelines

Data Model Model

Business Drivers . o
Science Versioning Deployment

X
X
_.I_

Complex Data Ecosystems (On-prem and Hybrid) must

provide this data with integrity

Data
Ecosystems
(Data that
the
Concepts
use)

* Tricentis 23




Models Rely on Trusted Data

Business Development & Data Science Al/MLOps & DevOps Data Engineering

Deployment
DEF

Business Data Model Model
Drivers Science Versioning Deployment

Pipelines

These require a hypothesis based

Data will lead in any process on algorithms that must include

supervised or not, the training of
the Models

bias and bias is impacted by data
without integrity

Techniques
& Tools

* Tricentis 24




Flements of Al Transformation

Business Development & Data Science Al/MLOps & DevOps Data Engineering

Deployment
DEF

Business Data Model Model
Drivers Science Versioning Deployment

Pipelines

End to End, Automated and Continuous Observability into
Deployments and Pipelines, will allow TRUST in the
integration of your processes and enable business value
delivery with low RISK Workflow

Integration

* Tricentis
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Manual “stare and compare” is
slow and doesn't scale.
And is not a great use of your team's brainpower. [
They are Data Scientists and Engineers not Janitors
1079t power is 1bil records! Years to manually check!

* Tricentis




Heterogeneous ) == :
Reconciliation Reporting % Iricentis

« Pinpoint Data errors faster with concise source to
target reconciliation reports.

« Highlight missing rows in source and target as well
as column level mismatches.

« Compare millions of rows in minutes using in
memory database technology.

96, Summary Differences In source only

- Export Reconciliation Reports as HTML, PDF, or

detailed SQLite database for Audit review. S OPBCSource

- Compare heterogeneous data sources; including
Parquet, AVRO, ODBC, JDBC, and OLAP.

X Tricentis



Includes data, Ul, and API testing
for any data type — across your
entire landscape.

Required to ensure data ©@ @
Integrity Trust &> A data @
TESTING solution that's...

End-to-end Automated Continuous

* Tricentis




How DI works

to continuously
improve your data

* Tricentis

Collaborate across teams to
build better tests—end-to-end

. @
v —

7

v —

v —

209

QA Business Data

No-code, low-code tool
No expert SQL skills required

10m’s
rows tested in
< minute
RUN
against data
at scale and
speed.
« |
CREATE é“ﬁ“& / G =] | REPORT
model-based J = Pinpoint
data tests. the root cause
AUTOMATE of problems.

FIX S

Get detailed,
actionable reports.




ML Example




B source Data . D&A Governed Toolkits

B Cioud Data Stores - Plan, Monitor, Manage & Control
I 0:A Governed Capabilities

Example Reference Architecture
for ML

Source Systems

Layer Layer Curation ata
Layer Science — Notebooks
LES Toolkit — Programs
— Algorithms
Data
GA&D Data Ingestion E"g;";ii't'"g
Framework
Success Factors — Reports
Se Semantic — Dashboards

— Shared Data

Test Automation Product Management
+ Confluence

« Jira

Data Quality Framework + Teams

Data Model Repository

Data Catalog Service Management

« ServiceNow
DevOps Framework « Spotlight

« Release / Rollback

Workday

External / other
Code Repository

&
=
A
1)
-
,
0

A



B source Data . D&A Governed Toolkits

B Cioud Data Stores - Plan, Monitor, Manage & Control
I 0:A Governed Capabilities

Example Reference Architecture
for ML with Data Integrity %

Source Systems

) Transient RN M Persistent — Models
Layer Science — INOIEDOOKS
LES Toolkit — Programs
— Algorithms

GA&D Data Ingestion E".?,L";ii'ting
Framework
Success Factors )v — Reports
A e Semantic — Dashboards

— Shared Data

Test Automation >x Product Management
+ Confluence

« Jira

Data Quality Framework + Teams

Data Model Repository

Data Catalog Service Management

« ServiceNow
DevOps Framework « Spotlight

« Release / Rollback

Workday

External / other
Code Repository

&
=
A
1)
-
,
0

A



Example Strategy - Deployments/DataOps Architecture
for ML with Data Integrity

Pipelines automatically builds and tests code projects to make them available to others

DEV TST

Source B

.'E
[]
- *

Transsert
Layper
Tranwen
Lirged
Data Ingestion
Framawork
ry

Source B

y

— Reports
— Dashboards
— Shared Datasets

;

— Reports

== _ Dashboards

— Shared Datasets

"
-

Repo — Build -
Drop - Release

- Reports
— Dashboards
— Shared Datasets

Go back to DEVITST code
baseline and recreate a
new code version for
retasting in UAT

Promote the same code versiion
to PROD that is used to

promote from DEVITST to UAT

X Tricentis




Example Strategy - Test Automation Architecture for ML

with Data Integrity

Keep the test automations easy, faster and at scale with ‘'Model-based’ tests

DEV TST

Source B

Bftarey
Layer

— Reports
— Dashboards
— Shared Datasets

‘—

Source A

Source B

— Reports
— Dashboards
— Shared Datasets

[
Liyer

Source B

— Reports
— Dashboards
— Shared Datasets

Tricentis

P
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How we can assist with Training Data

» Testing Data Can be a great primer Original Data Set
for Training data and Test Data

* Feature engineering enhanced by Training Data Set
great data and business analysts
understanding -

* If you get public datasets they are
often laden with data problems

e Ex. Our CMS data set for Snowflake

Training Set Validation Set | Test Data Set

Predictive
Model

* Tricentis



Migrating to
the new
Emerging
Architectures
for Modern
Data
Infrastructure

andr%assen.

Orowitz

Emerging
Architectures for
Modern Data
Infrastructure
Andreessen
Horowitz

X Tricentis

Blueprint 3: Artificial Intelligence and Machine Learning

Data Transformation

Data Labeling
(Scale, Labelbox,
Snorkel, Sagemaker)

f

Data ol

Sources -« I
F 3

Query Engines

(Presta, Hive)

Data Science Libraries
(Spark, Pandas, Numpy, Dask...)

!

Model Training and Development

(Labelbox, Scale,
Nucleus, Aquarium)

f

Workflow Manager

{Airflow, Prefect, Pachyderm, Elementlf Dagster, Tecton, Kubeflow) -
4

A

v

Data Science / Machine Learning Platform
(Jupyter, Databricks, Domino, Sagemaker, H20, Colab, Deepnote, Noteable)

(3

Model Diagnostics

Model Inference

Integration

!

Feature Store

v

(Tecton, Feast, Databricks)

Pre-trained Models

PyTorch/TensorFlow)

F (Hugging Face, ModelZoo,

ML Framework

DL Framework

RL Libraries

{Scikit-learn, XGBoost, MLLib}

(TensorFlow, Keras, PyTorch, H20)

(Gym, Dopamine, RLlib, Coach)

L

¥

Distributed Processing
(Spark, Ray, Dask, Kubeflow,
PyTorch, Tensorflow)

v

Experiment Tracking
(Weights & Biases, MLflow,
Comet, ClearML)

Low Code ML

Model Registry

- (MLflow, Sagemaker, Algorithmia, —

Hugging Face)

I

Compiler
{OctoML/ TVM)

Validation

(Robust Intelligence, Calypso)

Auditing

(Credo, Armilla)

Feature Server
(Tecton, Feast, Databricks)

]

Batch Predictor
(Spark, etc.)

Online Model Server
(TensorFlow Serving,
Ray Serve, Seldon)

—

— |

»
»

4
<k

(DataRobot, H20, Databricks AutoML, Google AutoML, Continual, Mage, MindsDB, Obviously Al, Roboflow, Akkio)

Monitoring
(Arize, Fiddler, Arthur, Truera,
WhyLabs, Gantry)

v

ML APIs

(OpenAl, Cohere, AWS, GCP,
Azure)

App Framework

(Flask, Streamlit, Rasa, etc.)

5

Vector Database
(Faiss, Milvus, Pinecone)

———> Clients

F
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https://a16z.com/emerging-architectures-for-modern-data-infrastructure/
https://a16z.com/emerging-architectures-for-modern-data-infrastructure/
https://a16z.com/emerging-architectures-for-modern-data-infrastructure/
https://a16z.com/emerging-architectures-for-modern-data-infrastructure/

Tricentis Data Integrity Benefits for Al - Recap

1. Feature Engineering augmented with Application Test Parameters

 Business Value associated with all AI/ML comes from the quality of Features and Hyperparameters

2. Training Data augmented with Test Data from Data and Application’s Tests

« Efficient Creation of Test Data for testing, utilized for training data, can decrease TTM for
AlI/ML solutions

3. Data Migrations from Unified Data Model 2.0 to ML Data Model 2.0
« Move data for AlI/ML at 2x the speed

4. Validation of integrated data models into Data Science
A solid automated MLOps process will ensure results and TTM

5. Validation of pipeline for delivery of Data Science results
* See #4

* Tricentis 37




\

Make better Get more Optimize Drive data
se more Al/ML monetization

Tricentis decisions reliable ;
compliant initiatives revenue

Data Integrity

Drive better business :
outcomes through Al/ML @

EsssmsssEs s e NN NN NN RN NN NN NN NN NN NN NN NN NN SN RSN NSNS NN SN NEEEEEEEEEEEEEEEEEEEEEEnEEsnmmnnnnf

processes with data you

can trust
Drive better INncrease Reduce risk
experiences for market share and costs
customers and all and revenue

stakeholders, sooner

* Tricentis



We are Tricentis.

The global leader in Continuous Test Automation

Gartner
2,100+ 200,000+
o y [
=1DC customers certified
Named leader in industry Installed base Tricentis test
analyst vendor ratings world-wide

automation engineers

Gal

artner Microsoft
aWS getwork Partner "

il
.- Microsoft

~ - EIF | sapsoutiontxtensions A\ ATLASSIAN  servicenow.  ORACLE

Strategic Alliances & Partnerships

* Tricentis
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Thank you

Make Trust happen!

Please visit our booth for all the
details and a Demo!



Tricentis
Data Migrations

(For a deeper dive)




* Tricentis

Best Practice Steps for Migration

High-Level
Assessment

Preparation Familiarization

Q -~

Q

Obtain Familiarize Big picture
management with migration view
support techniques
Create Augment Feasibility
core team technical assessment

migration skills

Cx«

Commitments
and goals

Detailed
Migration
Study

&

Detailed code
and data
inventory

oo
=0

Justification

r

Migration plan

Cutoverto

Migration Production

o>

Execute Parallel

migration plan running and

acceptance

1)

Residual
problem
resolution

Follow-Up

k2

Manage new
system

X

Decommission
old system

[~

Forward
planning

Source: Gartner
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Tosca DI Data Migration Timeline

Migration Phases:

Migration

S : : Execute S Parallel End to
Migration Planning Detailed i Test Migration

- Study/Plar MRS SRS

$t ¢

» Create Core Team « Migration Plan + Execute Migration + Test Execution Sprints « Parallel Execution + Implement End to
+ Management Support + Source to Target Plans Sprints « Endto End EndTesFingas
+ High Level Assessment + Tableto Table Acceptance Testing Regression
+ Justification + Schema to Schema + Forward Planning

(Business/Cost) « DBtoDB and Development
+ Access Planning * Queryto Query + Manage Neyv
+ Implementation Planning + APIto API + Decommission Old

* Reportto Report : :
- Migration Dates Timeline

+ Begin Access Prep
» Finalize Risk Based Success

Testing Impacts

Criteria Based on (COSt Risk -
Requirements
+ Approval of availability 50% to1,000% )

Human Resources

Manual (wo Restarts Due to Defect Found Data S (it
Automation) Dependency Due to Source to d E ecurity
Execution Time VINELES Target Errors (rors

* Tricentis



Tricentis Planning Artifacts

» Data Migration / Conversions

o Assessment
e (Goals
e Tasks

 Measures

« Strategy
« Automation Architecture
* Project Plans
« Use Cases
« Test Objectives / Tasks / Deliverables / Measures (cross references)

 Personas

* Tricentis 48




Overlay the Plan With Mappings and Environments

Dependency - Security Matrix Source to Target Plans

» Testing environments for source to
mm >Chema to Schema
target plans

» Test objectives = lable to Table

e Test deliverables
 Test tasks - Data Quality Measures [ROEESARONCy

mm Analytics APl to AP

mm Reportto Report

* Tricentis



Verify the Data is in Sync With
Dependencies & Changes

Verify data from both the migration
process itself and ongoing external
Integrations

« Complex dependencies make
manual testing difficult and error-
prone

« Accumulate an automated
regression suite as you go

« Continuously test the migration
and the ongoing systems

X Tricentis

SOURCE 7/ TARGET AWS -

(Example for AWS- REDSHIFT Client Client

Redshift)

ORACLE Ves BofA Thermo
Fisher

EXADATA Yes  \WorldPay

TERADATA

AWS CDP - Hive  Yes Kellogg American
Family

GCPBIGQUERY Yes | |




Cloud Migration Use Cases Supported

Migration Business Value Challenges Tricentis Addresses

« Legacy-to-Cloud Matrix (for history data comparisons)
Incremental data testing (comparisons of inputs/outputs Source to Target)
Cloud migration Risk management
Regression In all phases of Migration — Key Post Migration Feature
Test data management (Test Data Services)
« Pl data/tokenized data testing (e.g.: source not tokenized, target
tokenized)
Test data creation ( Not included)

* Tricentis



Manual Testing Snowflake Migration Timeline

Don’t wait 3+ years for a complete migration to Snowflake

till work N Partial migration but Most production issues — Migration to full
til working on the additional issues resolved but outlier production complete

migration surface in production problems remain

Beginning of process

Migration from

N oo R C Ll |

NElCZ2a U OHUWIIGRE Struggling with the initial migrated Added complexity to migration Much higher-than-expected costs
and increased burnout from Support

Introduced a third-party point

solution to help but ultimately results in a slow ramp-up

data and reporting for decisioning
added more time and overhead team
([ 2 L 2 4 L LO— =
d)b . o High Usage with normal
i Snowiike H Igh In Itlal Low Even Lower growth usage pattern

* Tricentis



ration Timeline with Data Integrity

4
A < 4

Beginning of Implemented Migration completed - Ongoing Tricentis Data

DroCess Snowflake data A0million record tests integrity usage for @

Mieration to testing with being able to execute in regression of the @

5 Tricentis Data minutes across the changes in Snowflake
Snowflake Lo :
e migration Accelerates Adoption AUTOMATE

[

¥ snowflake

ar High Usage with normal growth usage pattern

* Tricentis




BFIS Use Cases

X Tricentis



Banks Trust Us

- Bank of America - Wealth Management Team

* Credit Suisse - Bank Platforms and Data Analytics
* TD Bank - CACS / CCP and Patriot Groups

- WorldPay - Payment Data and Analytics

* RBS - Enterprise Data Solutions

N

mn?l!-:lsd pay BankofAmerica(./,>/‘ CREDlT SU]SSE

wwwwwwwwwwwwwww

X Tricentis -




Top Business Value Use Cases

1. Each of the following Use Cases are examples of
Critical Data Paths that require reconciliation and
validation with 90% coverage.

Or these are the conseqguences:
e Time-to-market losses through failed innovation

« Lost opportunity $ due to bad data in migrations
« M & A fails to achieve results

 Loss efficiency of Operations due to bad
decisions on incorrect data



Top Business Value Use Cases

. . *By offering a unique ability to validate against regression, data can now be moved in a consistent and trusted
M&A - Mergers and ACCIUISIUOHS (and process ensuring data integrity during the migration and ongoing
Divestitures)- Require a solid Data *ROI Impact: $10’s million in projected sales to properly migrated customers

Reconciliation and Validation Strategy -Esrurseec:t\gvrit:;)rl;tpﬁ;%?erly migrated customer data marketing of acquiring bank’s services would not be

*Compliance and Innovative Data Learning Model Success
*ROI Impact: A $100million Time-To-Market delay. With compliance pressure, manual testing of data

g‘;’E Al/ML - Al and Machine Lea rning ;l:‘?‘ic:tti‘a)zlfa?;.perform to regulatory standards and without properly curated data to train model,

*Cause: Datasets in Azure were too big to cover more than 1% with manual scripts and comparison (Manual
Stare and Compare)

*ROI Impact: $50m in KYC fines stopped. Cost Avoidance that is predictable.

Compliance AML/KYC+ +Cause: Timing, Bank could only test a sample (1K) of the 70K scenarios to be covered end to end in the teller
(mainframe) to audit data reporting process

E Bank

. . . . *On-prem to Snowflake
DATA Migrations during and AFTER in the *ROI Impact: Netezza to Snowflake migration EFFICIENCY saved $1m using data reconciliation from DI

TJX New Migrated Cloud Environments +Cause: Production errors in the new Snowflake environment, as they added new Netezza data it would
break the already migrated data and reporting without our regression testing

e *Data Analytics Data from Payroll, Payments, ERP, Logistics, etc...
General Data Reconciliation and *ROI Impact: $24 million lost in trading decisions for Oil off by 1,000t of a percent.

Validations for Accurate business *ROI Impact: $10’s millions spent on data warehousing and analytics NOT BEING USED as NO TRUST in
the numbers.

*Note: Ability to perform this reconciliation in the Cloud in crucial (DataBricks/Azure 10-minute Demo Video)

worldpay

from FIS

decisions
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Banking Specific Business Value Use Cases

Banking
Settlement

Tricentis Data Integrity can ensure the Float process is validated and reconciled before any changes are
made to it. Ensuring a rigorous and exacting Float settlement process end to end and minute by minute.
+Potential ROI Impact: $10’s million in properly executed Float settlement transactions versus loss of

over float payments and COF if on the institution side.

Re C O n C i | i a ti O n a n d *Cause: To balance the strict compliance and settlement and treasury/cash management needs of
customers and financial institutions this is a process that must perform perfectly, and with exact timeliness

Validation

on execution.

Data Driven Regulatory
N ee d S are C h d ng| ng +End to End compliance (Risk and Regulatory) reporting needs to be covered for new requirements
+$250K limits - Who is over and under?, etc...

W|th th e N eW Ba N k| ng *We are working to uncover these with our banks to ensure compliance with expanded
Environments
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Banking Conversion Business Impact

« With Tosca Data Integrity , Conversions, Migrations and Merging can be
accomplished in less than 72 the time with 10X the data Risk coverage.

 Tosca Data Integrity delivers an AUDITABLE, COMPLIANT, and RIGOROUS
process to the movement of data and associated data processes.

 Tosca Data Integrity brings a level of confidence in the data that can't be
achieved without it. You can now Trust the data is correct.

 Tosca Data Integrity delivers the holy grail of testing: a full AUTOMATED
regression suite for your ongoing (post conversion/migration) data and
processes.
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Banking Systems Complexity at the Data Layer
- Data Can break anywhere in the bank ecosystem

Channels Business Silos
y .

—
DB | App

Retail s W Core

Banking ~ i CR | ' Systems

S,
Branches

DB | . | \ Core
#Ké%'ﬂ Systems

Corporate
Banking

Wealth
Management |

Capital 7 W Q\‘ Core
Markets

‘;A‘ T
—— QY.7 Systems . \- it + -
H |I| E

]
P OB | App | W = Partners

Customers

Relationship ‘ é’-‘r \
Managers Insurance — ?T.V Systems

v | App
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Banking Conversion Data must be tested quickly to
process within tight windows

Customer Customer
Changes Changes

Acct Detail/ Acct Detail/
Deposits Balances Tosca Data Balances

Integrity

Acct Detail/ (Reconciliation Acct Detail/
Loans Balances and \/alidation) Balances

: ’ Reporting
Collateral Docs Reporting Collateral s -

N —
Staging CIDE

Cubes

DWH

ETL Analytics
Stores S
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The proliferation of rules & regulations...

® SEC-Securities and Exchange Commission

® CETC-Commodity Futures Trading Commission
® OCC-Office of the Comptroller of the Currency
® FDIC-Federal Deposit Insurance Corporation

® Treasury-Treasury Department

& DOM and SEF
@ Dischesure of consumer complaints ® Swap dearing exemplion

k&

® NCUA-National Credit Union Administration
FSOC-Financial Stability Oversight Council
® FHFA-Federal Housing Finance Agency

@ Fule filing for clearing agencies
@ Definition of sig nonbank financial comparry

® ATM fee disclosure
® Mortgage servicing rules

Rules Applicable to U.S. Financial Services Holding Companies Since July 2010
@@ Identity theft program

® Retail forex transactions
@ Registration of Aps

@ Limnits on credit cand fees

@ Dischasure of records

@ Disclosure under Equal Credit Opportunity Act

W Escrow requiresment
@ Lending limits for derivative transactions

@ Loan sriginator comp
& & ® & ® Appmisals for higher-priced

0

® Lostimissing securityhalder

Exernptiars for Security Based Swaps lssued by Clearing Agendes @
Swap Definitions: Swap Deales, Security Based Swap Dealer, MSF and SE-MSP @ @

® FRB-Federal Reserve Board of Governors
® HUD-US, Department of Housing and Urban Development
® CPPB-Conaumer Finameial Protection Bureau ® FFIEC-Federal Financial Institutions Examination Council
OFR-Office of Financial Researc! ® FinCEN-Financial Crimes Enforcement Network
— Reqistration of private funds a5 investment adisers @ References 1o NRSRO remaved @
: Swaps subject to mandatory dearing @
Recordkeeping and reparting of swaps for swap deabars. MSP and FCMS @

@ Standard max share insurance amount

Corposate Debt Eligible for Investmernt @
Broker-daaler audits <ubject to PCADE dandards @

® DS and IRS dearing

Stress testing for banks @ @ @

@ & @ Community reinvestment act
@ Clearing agency standards @ Reference 1o NRSRO removed
@ Assessment rades for [asgelomplex depasitinst. Defined °

T - 3 Ahemmatives to credit atings &
3p tensadtion recods @ Retail Fareign Exchange Trarsactions @

US Financial
Services Holding

—
Lamer participants of consurner debt collection defined ————F
@ Comparry run stress tests for BHC with assets $10 to $50b

@ Stress test for FOIC insured state nonmember banksﬁ mmpany
® Stress tost for BHE with assets >850h ———
@ Guidelines for annual sheﬂ%mmm eraction disclosue y
@ Swap dealers and MSP standards @ Confiict minerl disdasure —
® @ @ Market risk capital guldehnes.‘ CP_O and CTA operalions —————————J
@ Electronic remittance transhers (Reg E)

istration

® Debt interchange transaction fee
® Permissible in by saving atsoriations FL: 4j_
® @ Rules related to orderly iquidation @ Treatment of confidential info —————————
& Alternatives to credit ratings Temrdkeepingl L IJ.CM'qumreme::e T {
@ Conformance pesiod for Valcker ® Recoedkeeping reparting for preenacment swaps ————
@ Treatment of mutual insurance HoldCos

@ SHC to be supervised by Fed ————
Supenision/regulation of nanbank financial oo
W Swap DealerMSPFCM recordkeeping, reparting and ridk management

@ Investrment advisers performance based comp
@ Segregation requirements far custamer collteral for swaps
@ Registration of swap dealers/MSP-

@ Public awailability of swap data

7
|
@ ® Swap, security-based swap defined ——1
& Risk manugemenl foor FMUS.

@ DO risk man agerment —
@ (PO and CIA campliance obligations

@ Business conduct standards for swap dealers/MSP —

Bank/Other
Banking
Affiliates

® Resalution plans required
@ Swap data squirements for SDR, SEF, Swap Dealers, MSP
@ Disclogure regquirements for mine operatars
® Segreqation of funds

@ Accredited investoes

@ FBOT registration
@ BHCs rrust submit capital plans befiore distribution
& @ Irvestment advisers of private funds/CPOs and CPAs rules

@ Position fimits
& @ Living will & DCO core principles

Req SR @ NRSRO rules @
Mortgage disdasure requirements @

Reg SBSR @
OT5 regulation rescnded @

Regulations re mortgage loans @ @ @
Truth in lending @

Changes to nonbank desiqnation process
Hi disclosure @
\7 Community Reinvestment Act Regs @ @

L
A————— Loans in areas with floods @
A"

Credit isk Retention @ @& @ & @ @

Loan
Y ——— Lage position eparting @
Y

L
Credit reporting agencies disciosure reports @
RegSO®  pypication o stesstest @
“7 Check sefiement requiremert @ _ 1. .oy overcdraf rules @
Stress test cycles @

i
——————————————— Stessy

Deposit insurance assessments @
I s for unum.emt.}er ° Bariks reserve requirements &
]i Concentration limits @ Payment system risk @
Y PSS Regulation HH &
k Requlation 2 @ pues oo pa
———— ReqPprivarynatice @

Ca
}———— Registmtion State saving association securities @
t Excl

.

pital plan and stress et @
Lijuidi il @ o .

usions for de minimus threshold for swaps with special Entiljg p:-j Leverage ratio @ @ @

7 oo Al kg @ Intermational trander market @
orsumer eing "I @ @ picelgayre and errar resalution @
Heightened standards for large banks @ Maney market reforms @

[—— Higibleguaraniee @ @ @

———— Ablity to repay in centain Situations .OTSmgsafslatesmunded.

——————— Crossborder @

Marginal assessment rates @

— Reference to NRSRO remaved @

| Publication of stress test Valuntary liquidation requlation
Incorne tax allocation @ @ @ identity thekt red flags @

Integration of national bank and saving asseciation regs @ .
[——— Capital plars and stress test @ R L'.'h?nmd supplementary Ievg:age_rahm eee
Swap Dealery Investment ——— mibsedandievenge il @ of assets of a covered financial company @
@ Retail borex Iransactions - s.mt.aus eTte.pled frarn equal credit oppariunity —‘.I Broker Security- Adviser/ J———— Capital plan and sress test rles (Reg Y and Y1) @ hnder\}l;al;lamds far bank holding companies @
g o Whistieblower program 1 Dealer/FCM Based Swap Investment / e ees ®
HAutharity to designate FMUS - \ Company F Consumer info publication &
@ Business alfiiate marketing sssicions @ Process b rev ps \ Dealer 4’7 Federal assistance to swap entities prohibited @ Mortoage disd ®
9 . -P\-iueq-nlmnsumr.»riulmm.ntion—'d| ’17 ‘Asset size reshold @ gage disdosure
®large traders "9 @ Debit card fees ——— J————————— Stesstestrepoding @ RegCRA 88 @
@ |rvestmiert adhiers pay-to-play rule & Oty Tquidation sutharity proviSars 3 Vi T Tiliies @ Agppraisal requirernent for higher priced mortgage @ @ @
r— Inr:: Rxsk-llaas_;e:l pricing fules @ Anti-manipulation swap rues ————4 ) —— Y Y PPYTTTTY ) Gj;:i:gsl:ﬂaﬂn‘::;llg-marhelnslc(.apllal rule @
& %@ Rk based Lapilala:ezlefl:f:fﬂle fareign currency optionsioptions @ "Family affice” defined !f_ Studentloan senicing ma'kﬂg?{) s Barik Secrecy Act trarsmittal of funds @ @
swag beneficial ownership reparting .mepl{nus.umer_c et Hransacion hreshold . Jf——— Exemplion under Consumer Leasing @ @ "
® Rules re depositinsurance fund dividends I'.n?(.l Whistleblower incentives
° M.WS UV COMP g Rules re A8 securities offerings ——— A,
@ 5SRO rule handling process . .
@ Truthiin Lending rul @ Reserve ratio for Depasit insurance Fund
o Increase in creditunion insurance

@ Rules re off-exchange forex trarsactions
@ SEF Core Principles

Hameownership counseling &
Muricipal advisor @ FCMand DOO segregation &

@ Increase in depasit insurante

® Cualified mangage defi & Orderly liguidation autharity
0

Margin forundeared swap @ References 1o NRSRO remaved @

@ Fisk determination

Capital rules (Regs H. QL and Y] @ @
Treswang e Eqqual credit appartunity @

¢ Supenision and regulation assessment for bank halding companies @

Retail m

transactions under CEA @

Brokerdeal 5 Clearing exerption @
Enhanced ik management ior SID00s @ o e Jester anual ieparts @
Bad actors disqualified from Rule 506 offering @

Marigage rules under Real Estate Settlement Procedures Act @
Retail forex transactions @

FOREIGN BODIES

|—| G20 |—| I0SCO I—‘ ==

Committee
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TD Bank Streamlines E2E Regulatory Compliance

BEFORE SITUATION

» Per money-laundering and anti-terrorism regulations such as the Bank Secrecy
Act, banks conducting business in the United States are required to identify,
monitor, and report “suspicious activity” in a timely manner

» Existing, predominantly manual, procedures could check a maximum of 1,000
scenarios per hour

Business Case Summary

§>§> Critical Checks
Execution

THE NEED

» Complex validations across different data sources and layers - previously could
not be automated with vendor-specific “data quality” tools

» Increased use case coverage to accurately automate 70k suspicious transactions
scenarios

Wr  |dentified Suspicions

WHY TRICENTIS

» |Improved scenario coverage to all identified use cases
= Automated validation to decrease manual overhead

» Increased identification of suspicious transactions across multi-faceted
technology and business verticals

Using Tosca BI/DWH

70k validations in 15 min.

Potential Fines Avoided
in 90 Days $2,600,000

) 1600% Increase
Transactions

“We knew that autormation was key for proactively
ramping up our compliance... we just didn’t believe it was
possible to automate something so complex. Now, were
much more confident that threats are being identified
and reported almost as soon as the transactions occur.

- Director of Compliance
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TJX reduces Snowflake migration timeline & costs by 50%

And eliminates data testing headaches with Tricentis Data Integrity

SITUATION
» Migration from Netezza to Snowflake required verifying migration stages, sources to target 5 0

» Scripted automation produced errors, requiring stop and restarts and delaying the 1-year project plan

Time to market increase
» Data leaders required to implement a rigorous, repeatable regression process as the data was moved

NEED

» More resilient, faster test automation for end-to-end data testing process

» Support for complex technology stacks — from 40-year-old mainframes to cloud 5 0

» Ability to handle massive amounts of data, including 5 years of sales data from many different sources,

requiring many transformations from source to report Reduction in testing costs

» Reusable, scalable tests without wrestling with SQL or scripting

» Thousands of hours of manual effort and test maintenance saved

» |mproved user adoption and productivity as a result of improved data quality 3 8

Minute runtime for
entire regression suite

* Tricentis
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WorldPay - 90% Savings with BI/DWH Test Automation

worldpay

BEFORE SITUATION
from FIS

= Millions of dollars invested in applications designed to help business leaders
understand and leverage data

» Reporting errors lead to low to zero adoption

» QA leaders were challenged of “fixing this problem” by transforming the end-
to-end data testing process without any existing tools, people, or processes for
data testing in place » Time to Market Increase 90%-+ Increase

Business Case Summary Using Tosca BI/DWH

THE NEED Cost of Testing 90% Reduction
» Test Automation for end-to-end data testing process
» Support for Complex technology stacks—from 40-year-old mainframes to cloud
» Handle massive amounts of data (from 40 billion transactions processed xlr Records Compared in .
annually), many different sources of data, and many transformations between ¢ 1\ 20 min 200 Million

source and report

WHY TRICENTIS

= Reusable, scalable tests without wrestling with SQL or scripting
» Thousands of hours of manual effort saved per month
* Improved user adoption and productivity as a result of improved data quality

* Tricentis




Worldpay customer quote

A few months after our new Bl / data warehouse testing approach

{1 launched, people finally started the applications.

They're highly used now, and they have become a vital tool in making

critical business decisions.

zworldpay

- Head of Enterprise Quality Assurance Team, Worldpay
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Data Testing Approach worldpay

from FIS
Missing data DQ Business Rules
Delimiter Issue
Date format

KPI logic 1
Calculated Meagures
Hierarchies

User Access
User Security
Layout

Drill down/thru
Filters/Prompts
Formats
Exports

Null Translation
Referential Errors

Harmonization Logi
gmeric precision

—

Extraction Logic
- -

Aggregation

Sources Certlfled Harmonized , Data 1 Business Views  Reports
.ﬂ:v db S'o'&snowﬂgke ::isua]iza or
:;ﬁssnowfl ;lo'ssnowﬂoke anr

WE 8

This will be done by
- the DQ/DQ team
S T




Streaming Operator > — e
Cloud to On-Prem Use Case Arch @ =Testcases

——

On-Prem (DWH)

Kafka S3 e y e ﬂ
Connector Datalake [ . ¥ Hive (Zata) 7D Stage
Data
»
Connector

TD Core

5th Control — 2nd Proposal 5th Control

Audit, Balance, Controls
15t Control — Between SOA and S3/Hive: @

2" Control — Between Hive and Teradata Stage:

3'd Control — Between Teradata Stage and Teradata Core:
4t Control — Between Hive and SCOPSBI:

5th Control — Between Hive and OHL, or TD Stage and OHL:

% mix of structured, unstructured and message data today -

IDC says 80% of data is unstructured. Otherwise, it's
estimated that 27% of data is deemed useful if tagged, 44% Dashboards il
of data is tagged. 21% of the data is analyzed. Less then 1% Abstraction Layer
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